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DETAILED ACTION 

Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claim 16, 18, and 21-22 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Pearce et al., USPN 6,243,468 in view of Ta et al., USPN 6,931,545. 

With regard to claims 16 and 18, Pearce discloses a method of associating 
software with hardware (column 2 lines 35-43) including obtaining a software id (column 
3 lines 5-6) and a hardware id (column 3 lines 6-7) and generating a signature for the 
software (checksum, column 2 lines 48-51), software id, and the hardware id using 
cryptography (hashing, column 3 lines 7-11) used to validate the software (column 7 
lines 11-15). Pearce discloses using a check-sum of the software to authenticate it, but 
does not specifically disclose using a hash to create a checksum, or to authenticate the 
software itself. Ta discloses hashing software (creating a hash digest) to create a 
software ID to use in authenticating the software (column 9 lines 36-42). It would have 
been obvious for one of ordinary skill in the art to use the hash of Ta as the checksum in 
Pearce to increase security. 

With regard to claim 21 and 22, Pearce discloses checking whether or not to 
allow software to hardware association based on the hardware (column 8 lines 50-65). 
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3. Claims 1-15, 19, 20, 23-29, 31, 32, 34, and 36 are rejected under 35 U.S.C. 
103(a) as being unpatentable over Pearce in view of Ta, in further view of Gralla, in 
How The Internet Works. 

With regard to claims 1-5, 7-12, 14, 15, 19, 20, 23-29, 31, 32, 34, and 36-40, 
Pearce in view of Ta discloses associating software with hardware as disclosed above, 
and discloses sending a information to and from the registration authority over an 
insecure network (column 4 lines 21-26) but does not disclose that this network 
communication utilizes public keys and certificates. Gralla discloses that public key 
cryptography and digital certificates is often used to secure network communication 
(pages 303-307). It would have been obvious for one of ordinary skill in the art to secure 
Pearce's network communication with digital certificates and public key cryptography for 
Gralla's given motivation of protecting information and increasing security (page 303). 

With regard to claim 6, Pearce discloses the product number includes a product 
code serialized number (column 48-51 ). The examiner further takes official notice that 
version numbers are often given to software. It would have been obvious for one of 
ordinary skill in the art to base a product code or serial number on a version number to 
better identify the product. 

With regard to claim 13, Pearce discloses using a wireless network (column 4 
lines 21-26). 

With regard to claim 26, Pearce discloses checking a database (column 8 lines 
56-58). 
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With regard to claims 37-40, Gralla does not specifically disclose keeping the key 
in a tamper proof manner. The examiner takes official notice that it is well known in the 
art to store secret information in a tamper-proof manner. It would have been obvious for 
one of ordinary skill in the art to store the key of Gralla in a tamper-proof manner to 
increase security, a stated issue in Gralla. 

Response to Arguments 

4. Applicant's arguments filed 6 May 2008 have been fully considered but they are 
not persuasive. 

With regard to applicant's argument that the software ID of Pearce is not the 
same for each instance of the software since there is included a 7-bit serialized number 
that is product specific, the examiner points out that the 5-bit RPC and 3-bit site value 
read on the first identifier. 

With regard to applicant's argument that Pearce does not disclose a code image, 
the examiner points to applicant's definition of code image as software, software ID, 
code signature, and a certificate (applicant's abstract). The software in Pearce includes 
software, a software ID (product ID, column 2 line 61), code signature, made up of a 
hash of the software and hardware Ids (registration ID, column 2 line 61 -column 3 line 
4), and a certificate (hashing algorithm, column 3 lines 5-11). 

Conclusion 

5. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to JACOB LIPMAN whose telephone number is (571)272- 
3837. The examiner can normally be reached on M-Fr. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kambiz Zand can be reached on 571-272-381 1 . The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Jacob Lipman/ 

Primary Examiner, Art Unit 2134 



